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Ambiq Security Advisory  
PRODUCT SECURITY NOTIFICATION 

Overview 
Ambiq includes the open-source Cordio Bluetooth Low Energy Host stack in its AmbiqSuite SDK. Several related 
Common Vulnerabilities and Exposures (CVEs) have been identified affecting multiple files in this software. This 
Security Advisory deals with six (6) related issues below. 

Common Vulnerabilities and Exposure (CVE) ID(s) 
The following CVEs are covered in this Security Advisory:  

CVE-2024-48981, CVE-2024-48982, CVE-2024-48983, CVE-2024-48984, CVE-2024-48985, CVE-2024-48986 

Affected Products 
These vulnerabilities impact all AmbiqSuite releases that support the Cordio Bluetooth Low Energy Host stack. This 
includes products using the following devices: 

Apollo3 Blue, Apollo3 Blue Plus, Apollo330B Plus, Apollo330M Plus, Apollo4 Blue, Apollo4 Blue Lite, Apollo4 Blue Plus, 
Apollo510B, Apollo510B Lite 

Security Risk Assessment 

The set of vulnerabilities identified as CVE-2024-48981 through CVE-2024-48986 poses a potential security risk to 
affected systems if not addressed. While the specific impact may vary by system configuration and exposure, 
exploitation could compromise standard security controls, leading to unauthorized access, information disclosure, 
service disruption, or reduced system integrity. The presence of multiple related vulnerabilities increases the chance 
of combined or chained exploitation in certain scenarios. Customers are strongly advised to implement the 
recommended updates and mitigations promptly to minimize the overall attack surface and protect the 
confidentiality, integrity, and availability of their systems. 

Mitigation and Remediation 
Fixes for these issues are available from Ambiq via “Known Defects” releases on existing SDKs for the families of 
Apollo3, Apollo4, and Apollo5. You can access the “Known Defects” releases on Ambiq’s Content Portal. 

Availability of Fix 
R5.1.0 Known Defects release made this week. 

CVE-2024-48981 and CVE-48985 were fixed on April 22, 2021, and are contained in AmbqSuite SDK R4.5.0. 

CVE-2024-48982, CVE-2024-48983, CVE-2024-48984, and CVE-2024-48986 have all been fixed in a Known Defects 
and Patches release made on January 9, 2026, for the Apollo4 family devices and January 22, 2026, for the Apollo3 
family devices. A future release for Apollo5 devices is planned, but not yet available. 

Customer Guidance 
Ambiq recommends that customers update their software in accordance with the Known Defects releases. 

Reporting and Support 
Contact the Ambiq Product Security Team at psirt@ambiq.com.  

https://www.cve.org/CVERecord?id=CVE-2024-48981
https://www.cve.org/CVERecord?id=CVE-2024-48982
https://www.cve.org/CVERecord?id=CVE-2024-48983
https://www.cve.org/CVERecord?id=CVE-2024-48984
https://www.cve.org/CVERecord?id=CVE-2024-48985
https://www.cve.org/CVERecord?id=CVE-2024-48986
https://contentportal.ambiq.com/login
https://contentportal.ambiq.com/submit-profile?filePath=/documents/20123/387772/AmbiqSuite_4_5_0_KD_Patches_R1.zip&token=eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJyZWRpcmVjdFVybCI6Imh0dHBzOi8vY29udGVudHBvcnRhbC5hbWJpcS5jb20vZG9jdW1lbnRzLzIwMTIzLzM4Nzc3Mi9BbWJpcVN1aXRlXzRfNV8wX0tEX1BhdGNoZXNfUjEuemlwIn0.ayM6tSV1bEU2zHyVrVjTMggzREyzleyowUBl3kkEdSM
mailto:psirt@ambiq.com
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Legal Notice 
This notification is provided for informational purposes only and may be revised without notice. While Ambiq has 
implemented security features in our devices, all computer systems have risks of security vulnerabilities that cannot 
be completely prevented or mitigated. Customers are solely responsible for determining the level of security 
protection required and the design, validation, and testing of their products and applications. Ambiq assumes no 
liability for any vulnerabilities that are discovered. 

This notification does not constitute an admission of any defect, nonconformity, or liability. THE INFORMATION IS 
PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, WHETHER EXPRESS, IMPLIED, OR STATUTORY, INCLUDING 
BUT NOT LIMITED TO WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-
INFRINGEMENT. This notification does not modify, extend, or otherwise affect any warranty or contractual 
obligation between Ambiq and its customers. To the maximum extent permitted by applicable law, Ambiq shall not 
be liable for any damages arising out of or related to the use of this information or the implementation of any 
recommended mitigation. There are no express or implied licenses to any intellectual property rights granted by this 
document.  

The content of this notification is based on information available at the time of publication, and Ambiq is under no 
obligation to update. 

Artisie, Apollo, Atomiq, and combinations thereof are trademarks of Ambiq Micro, Inc. Other product names used in 
this publication are for identification purposes only and may be trademarks of their respective companies. 

© 2026 Ambiq Micro, Inc. All rights reserved. 
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